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Fault Detection, Isolation and Recovery

FDIR

@ The FDIR (Fault Detection, Isolation and Recovery) sub-system is an
essential block of safety-critical systems

@ It runs online, in parallel with the system

@ The FDIR block must be able to detect malfunctions, and carry out
suitable reactions

@ Needed to ensure fault tolerance of the system, and prevent the
occurrence of safety hazards
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@ Needed to ensure fault tolerance of the system, and prevent the
occurrence of safety hazards

v

Goals of FDIR

o Fault detection: identify malfunctions

e Fault isolation: precisely identify the fault responsible for a
malfunction

@ Fault recovery: recover after a fault has occurred, e.g. reconfiguring
the system or switching operational mode
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© FDIR Analyses
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FDIR Analyses

FDIR Effectiveness Analysis

@ Evaluate the effectiveness of an existing diagnoser. It includes:
o Fault Detection Analysis
o Fault Isolation Analysis
e Fault Recovery Analysis
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FDIR Analyses
FDIR Effectiveness Analysis

@ Evaluate the effectiveness of an existing diagnoser. It includes:

o Fault Detection Analysis
o Fault Isolation Analysis
e Fault Recovery Analysis

v

Diagnosability Analysis

@ Check if there exists a diagnoser that can infer at run-time accurate
and sufficient information on the behavior of the plant
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V.

Diagnosability Analysis

@ Check if there exists a diagnoser that can infer at run-time accurate
and sufficient information on the behavior of the plant

v

Goals of FDIR Analyses

@ Both analyses are carried out offline (on ground)

o FDIR effectiveness analysis evaluates the capabilities of an
implemented FDIR sub-system

o Diagnosability analysis helps identifying if enough observables are
available for building an FDIR sub-system

A
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FDIR Context

e Plant (Physical Device) in closed
loop with a controller s e s

@ Controller is responsible for —»le—iqi

commanding actuators
Physical Device

o Diagnosis system tracks the hidden ' -

state of the plant over time

input
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FDIR Context
Diagnosis system

e Plant (Physical Device) in closed
loop with a controller ... - Sate et (gommPon ey

Diagnosis

@ Controller is responsible for
commanding actuators
Physical Device

o Diagnosis system tracks the hidden ' -

state of the plant over time Plant

Diagnosis assumptions

@ Partial observability: only a limited number of observables (e.g.,
sensors) can be monitored

@ Passive diagnosis: diagnosis system cannot issue commands to the
plant, in order to carry out diagnosis
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Fault Detection Analysis

Fault Detection
@ Evaluates capabilities of an existing FDIR sub-system to detect faults

@ Answers the question: “Is it always possible to detect a fault?”
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Fault Detection Analysis

@ Evaluates capabilities of an existing FDIR sub-system to detect faults

@ Answers the question: “Is it always possible to detect a fault?”

Fault Detection in COMPASS

@ It can be reduced to a model checking problem

@ Given a fault F and an observable O: “Is it always the case that
occurrence of F will eventually trigger O7"

Observable O is called a detection means for fault F

COMPASS can synthesize all such observables, for any given fault.
Detection means are alarms triggered by the FDIR sub-system
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Fault Isolation Analysis
Fault Isolation

o Evaluates capabilities of an existing FDIR-sub-system to identify faults

@ In general, when an anomaly is detected, it may be impossible to
precisely identify the responsible fault

@ Answers the question: “Which faults are possible explanations for an
event?”

@ Perfect isolation: only one fault is identified as possible explanation

v
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Fault Isolation Analysis
Fault Isolation

o Evaluates capabilities of an existing FDIR-sub-system to identify faults

@ In general, when an anomaly is detected, it may be impossible to
precisely identify the responsible fault

@ Answers the question: “Which faults are possible explanations for an
event?”

@ Perfect isolation: only one fault is identified as possible explanation

Fault Isolation in COMPASS

@ It can be reduced to a fault tree generation problem

@ Given a set of observable events O, generate a fault tree for each
o € O, representing the possible explanations for o

@ Perfect isolation corresponds to a fault tree with only one MCS (of
order 1)
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Fault Recovery Analysis

Fault Recovery

@ Evaluates capabilities of an existing FDIR sub-system to recover from
faults

@ Answers the question: “Is it always possible to recover from a fault?”
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Fault Recovery Analysis

Fault Recovery

@ Evaluates capabilities of an existing FDIR sub-system to recover from
faults

@ Answers the question: “Is it always possible to recover from a fault?”

Fault Recovery in COMPASS

@ It can be reduced to a model checking problem

@ A recoverability property can be specified by the user
@ Fully general properties can be expressed
°

E.g.: given a fault F and a condition P: “Is it always the case that
whenever F occurs, eventually the system will satisfy condition P?"

v
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Diagnosability Analysis

A plant is a tuple P =< X, U, Y, 4, A\ >, where:
@ X is a finite set, called the state space
@ Xp C X is the set of initial states
@ U is a finite set, called the input space
@ Y is a finite set, called the output space
@ 0 C X x U x X is the transition relation
°

A C X x Y is the observation relation
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Diagnosability Analysis

Trace

A trace (feasible execution) of the plant, with a discrete number of time

steps t, is as a sequence m = (x°, yO vt x1 yt, ..t xt, yt) such that:
o x°¢ Xo
-} (S(X,',l7 U,‘,X,') fori=1,...,t

® A(xj,y;) fori=0,...,t
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Trace

A trace (feasible execution) of the plant, with a discrete number of time

steps t, is as a sequence m = (x°, yO vt x1 yt, ..t xt, yt) such that:
o x°¢ Xo
-} (S(X,',l7 U,‘,X,') fori=1,...,t

® A(xj,y;) fori=0,...,t

Observable Trace

The observable part of a trace consists of the input and output signal:
Obs(ﬂ-) = <y07 u17y17 et ut?yt>
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Diagnosability Analysis

Diagnosis condition

A diagnosis condition for a a plant P is a pair of nonempty and disjoint
sets of states ci,cp C X, written ¢ Lo
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Diagnosability Analysis

Diagnosis condition

A diagnosis condition for a a plant P is a pair of nonempty and disjoint
sets of states ci,cp C X, written ¢ Lo

Critical Pair

A critical pair for diagnosis condition c; L ¢
and delay d, given plant P, is a pair of
system traces 71 and 75, both of length

t + d, with the same observable traces w,
such that xI, € c1 A x}, € ¢ holds
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Diagnosability Analysis

Diagnosis condition
A diagnosis condition for a a plant P is a pair of nonempty and disjoint
sets of states ci,cp C X, written ¢ Lo

Critical Pair Critical Pair

A critical pair for diagnosis condition c; L ¢ “
and delay d, given plant P, is a pair of

system traces 71 and 75, both of length ) - ~ E
t + d, with the same observable traces w, ’ @ w @

such that xI, € c1 A x}, € ¢ holds V

Diagnosability in COMPASS

@ A plant is diagnosable if there exists no critical pair, that is, a pair of
traces, one “good” and one “bad”, that are indistinguishable

@ Diagnosability can be reduced to a model checking problem using the
so-called twin-plant construction
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© Ongoing Activities
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Ongoing Activities

FDIR Synthesis

@ New ESA study: AUTOGEF
@ Automated synthesis of an FDIR sub-system starting from a set of
FDIR requirements, including:

o Architectural constraints (centralized vs distributed FDIR)
o Detection, Isolation and Recovery requirements
e Performance requirements
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Ongoing Activities

FDIR Development Lifecycle

o New ESA study: FAME
@ Dedicated FDIR Development Methodology and V&V Process:

e Formal specification and analysis techniques
e Integration of inputs from Mission, System Analysis and Specification,
System and Software Development

@ Integrated framework implementing the methodology and process
@ Based on COMPASS (and AUTOGEF)
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@ Tool Support
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Diagnosability

walidation Correctness Performability

COMPASS Toolset

Safety

Fault Detection

+
Fle Edit Wiew Activities Help
Model  Properties
Properties
Name

~ [ sensor component

[] sensor component

M sensor component

[ Afilter or a sensor f:
[ Filters fail twice
[] Sensor Failure

O

Backup Sensor is U

Analysis

Fault Isolation
Analysis

Fault Recovery
Analysis

Diagnosability
Analysis

=]

COMpass,py

o Trace A

Compliant with diagnosability property.

@ TraceB
Not compliant with diagnosability property.

Name Stepl | Step2 | stepa | stepl|”|
alarmF

alarms

fiters filterl #degrade
filters filter1 #die
filters filter1 error
filters filter Linput
filters filter1.mode

filters filter1.output
filters filter1,_resetEvent
fiters filter2 #degrade
filters filter2 #die

filters filter2 error

filters filter2 input

filters filter2 mode

filters filter2.output 2 2 2

Name
alarmF
alarms
fiters filterl.#degrade
filters filter1.#die
filters filter1.error
filters filter Linput
filters filterl.mode
filters filter Loutput
filters filterl._resetEvent
filters filter2.#degrade
filters filter2.#die
filters filter2.error
filters filker2.input

Stepl | Step2 | Step3 | Step

filters filter2.mode

filters filter2.output 2 2

‘ jﬁ Run Check

B

The property Sensor component fails was found to be not diagnesable.
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FDIR Effectiveness

OMPASS T00/=et

Ele Edt View Activities Help

Model  Properties | \alidation Correctness Performability — Safety ‘ FDIR |

Properties Fault Detection

Name Analysis

Fault Isolation Fault Recovery Diagnosability
Analysis Analysis Analysis

~ Sensor component fails B
L i The given property produced a list observations
[ sensor component fails

[ sensor component fails &5 Run Fault Detection

Afilter or a sensor fail

Sensor Failure

[m]
[] Filters fail twice
[m]
[m]

Backup Sensor is Used Observation

alarms
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